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1
Decision/action requested

This document proposes to add a new key issue #4: Security of Network Slice Service continuity. SA3 is kindly requested to approve this doc.
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3
Rationale

Related issues has been studied in TR 23.700-41 [1] to support network slice service continuity in both no mobility scenario and inter RA mobility scenario. Network slice is changed here, so the security issue should be considered, for example the slice isolation requirements should be guaranteed.
So we propose to add this new key issue on the Security of Network Slice Service continuity.
4
Detailed proposal

**** START OF CHANGE ****

4.X
Key Issue #X: Security of Network Slice Service continuity
4.X.1
Key issue details

Related issues has been studied in TR 23.700-41 [3] to support network slice service continuity in both no mobility scenario and inter RA mobility scenario. In the solutions, an alternative slice may be used to provide the service continuity of ongoing PDU sessions .However, security issue is not considered and may cause problems. For example, the slice isolation requirements is violated if the attacker access the resource of the alternative slice without permission by retrieving the security context of the old slice.
4.X.2
Security threats
It may violated slice isolation requirements on the core network when multiple slices are involved.
4.X.3
Potential security requirements

Security mechanism is needed to guarantee the slice isolation requirements during providing the network slice service continuity. 
**** END OF CHANGE ****
